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Digital

Physical vs Digital

The Blockchain is solving the 

«Double Spend Problem»

in the Digital world

Physical

Internet is a fantastic

«Copy machine»
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Original Paper from Satoshi Nakamoto – Oct. 31, 2008

https://bitcoin.org/bitcoin.pdf Copyright 2017 – Philippe Thevoz – thevoz.philippe@gmail.com



Blockchain in a few words

and

o immutable

The blockchain is :

o a ledger

o cryptographically secure

that is 

o distributed,
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Quelques bases de cryptographie
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«Hash» code  (algorithme SHA-256) – empreinte digitale

SHA-256

94dfbabefc05247d1f5e3d2f2362be2f08d08334295ee9f1b5577339fb9822e9

Copyright 2017 – Philippe Thevoz – thevoz.philippe@gmail.com



«Hash» code  (algorithme SHA-256) – empreinte digitale

SHA-256

94dfbabefc05247d1f5e3d2f2362be2f08d08334295ee9f1b5577339fb9822e9

1ec3cc7497ee0fed85a095775a7e6bf2ada83da6e5c0d127eb9abd9aaeaf00b4
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Encryptage asymétrique : Signature Digitale
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La Structure de la Blockchain
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Blockchain Structure

Each Block contains a Header with the following information :

� Prev_Hash : «Signature/Hash» of the  previous Block

� Tx_Root : «Signature/Merkel Tree» of all the Transactions of the Block

� Timestamp : Time at which the Block has been created

� Nonce : Proof that the block has been well validated (result of the PoW – Proof of Work)

Prev_Hash
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Le principe de la chaîne

Prev_Hash

000000000000000004b44af5affabee1
656f4fa0d5a3994af60e3ef912a74cc5

0000000000000000035a5e72c26cac39
94e21480535be5da87bdc13651f17107

00000000000000000ca72f83d112d5ca
8714c974119f734635b3b35530e271ce

Prev_Hash
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Transaction in the Blockchain

Tx2

Tx_Root
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Tx0 -> Hash0 : a7af08b04d86df90104c1cb52988e105f8b0c5e41afcb49dbb624928c23ceed7
Tx1 -> Hash1 : 55f743d0d1b9bd86bbd96a46ba4272ddde19f09e3f6e47832e34bb2779a120b5
Tx2 -> Hash2 : 80ed43f7a11b3295850dd90cc0cfc9a80334f433af8d3d88a1c5e78aff14988f
Tx3 -> Hash3 : 13288c2ba4bbc9af05aa9ccd39b0cc603dc9e30471d97565c9ef3c3604b7ca23

Hash01       : b88ef7a07b91cc4d9d6b81a1b17e4f08b31185bed41d71fe6036d2be55945984
Hash23       : 46a920ea0df1972748e87d3cf74759a9f94d4f65a6260531a3b85064e86b814d

Tx_Root : 561e964c28335b1c99255d0f80cccc9025789c087e5d388247fef9275f1cbeb1

Tx_Root

Transactions - Merkel Tree

Tx_Root
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Tx0 -> Hash0 : a7af08b04d86df90104c1cb52988e105f8b0c5e41afcb49dbb624928c23ceed7
Tx1 -> Hash1 : 55f743d0d1b9bd86bbd96a46ba4272ddde19f09e3f6e47832e34bb2779a120b5
Tr2 -> Hash2 : 31b6be0266a8be6c1570e7ae79e13b1f2339c12723be2d9bfba1cb9bf6e753be
Tx3 -> Hash3 : 13288c2ba4bbc9af05aa9ccd39b0cc603dc9e30471d97565c9ef3c3604b7ca23

Hash01       : b88ef7a07b91cc4d9d6b81a1b17e4f08b31185bed41d71fe6036d2be55945984
Hash23       : 8e48fa97e0d8a00e78363e9080befa5dda1e3f1b6aa192bfc8b5aee76aa6ec11

Tx_Root : d92eed688f508d916946afcb49c9afa0d7e05e6098e51a80385d0ef411a9e4f6

Transactions - Merkel Tree

Tx_Root

Tr2
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Each Block contains a Header with the following information :

� Prev_Hash : «Signature/Hash» of the  previous Block

� Tx_Root : «Signature/Merkel Tree» of all the Transactions of the Block

� Timestamp : Time at which the Block has been created

� Nonce : Proof that the block has been well validated (result of the PoW – Proof of Work)

Nonce

Block validation – Proof of Work (PoW)
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Block validation – Proof of Work (PoW)

561e964c28335b1c99255d0f80cccc9025789c087e5d388247fef9275f1cbeb1

Hash of the  block header
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Block validation – Proof of Work (PoW)

Nonce

561e964c28335b1c99255d0f80cccc9025789c087e5d388247fef9275f1cbeb1

Hash of the  block header17 zero’s
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Block validation – Proof of Work (PoW)

Nonce = 1

b88ef7a07b91cc4d9d6b81a1b17e4f08b31185bed41d71fe6036d2be55945984

Hash of the  block header

Nonce = 1

17 zero’s
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Block validation – Proof of Work (PoW)

Nonce = 2

a7af08b04d86df90104c1cb52988e105f8b0c5e41afcb49dbb624928c23ceed7

Hash of the  block header

Nonce = 2

17 zero’s
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Block validation – Proof of Work (PoW)

Nonce = 3

55f743d0d1b9bd86bbd96a46ba4272ddde19f09e3f6e47832e34bb2779a120b5

Hash of the  block header

Nonce = 3

17 zero’s
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Block validation – Proof of Work (PoW)

Nonce

000000000000000004b44af5affabee1656f4fa0d5a3994af60e3ef912a74cc5

Nonce = 2'289'308’096

Hash of the  block header17 zero’s
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Summary of a Transaction on the Blockchain
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Transaction & Block in the Blockchain
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Transactions & Applications
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Transactions & Applications

� Enregistrement d’un transfert de valeur
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Transactions & Applications

� Enregistrement d’un transfert de valeur

� Enregistrement d’une chaîne de caractères
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Text in Block 0 of the Bitcoin Blockchain
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Transactions & Applications

� Enregistrement d’un transfert de valeur

� Enregistrement d’une chaîne de caractères

(e.g “Hash” dans la Blockchain du Bitcoin)
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University Degree certification

http://bit.ly/2b2WO46

Hash of the Certificate

94dfbabefc05247d1f5e3d2f2362be2f0…….

Hash of the Index

1ec3cc7497ee0fed85a095775a7e6bf2……..
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eGovernment

http://bit.ly/2e5s98X
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Transactions & Applications

� Enregistrement d’un transfert de valeur

� Enregistrement d’une chaîne de caractères

(e.g “Hash” dans la Blockchain du Bitcoin)

� Smart Contract (Ethereum)
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Everledger – Diamond certification &tracking

on the Blockchain
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Micro-facturation électrique par un Smart Contract

http://bit.ly/2euwuyj Copyright 2017 – Philippe Thevoz – thevoz.philippe@gmail.com



Conclusion
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Switzerland : you can buy Bitcoin 24/7 in 1000 train stations

Des Bitcoins dans toutes les gares CFF

Comment démarrer ?
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bity.com

Comment démarrer ?
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