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Physical vs Digital

Internet is a fantastic
«Copy machine»

, ©

———————>

Physical

The Blockchain is solving the
«Double Spend Problem»
in the Digital world
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Original Paper from Satoshi Nakamoto — Oct. 31, 2008
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2. Transactions

We define an clectronic coin as a chain of digital signaturcs. Each owner transfers the coin to the
mext by digitally signing a hash of the previous transaction and the public key of the next owner
and adding these 0 the end of the coin. A payee can verify the signatures 1o verify the chain of
awnership,
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The problem of course is the payee can't verify that one of the owners did ot double-spend
the coin. A commeon solution s to introduce a trusted central authority, or mint, that checks every
transaction for double spending. Afler each transaction, the coin must be returned to the mint to
issue a new coin, and only coins issued directly from the mint are trusted not to be double-spent.
The problem with this solution is that the fate of the entire money system depends on the
«company running the mint, with cvery transaction having to go through them, just like 2 bank.

We need @ way for the payee 1o know that the previous owners did not sign any carlier
transactions. For our purposes, the earliest transaction is the one that counts, so we don't care
about later atiempis to double-spend. The only way to confirm the absence of a transaction is to
be aware of all transactions. In the mint based model, the mint was aware of all transactions and
decided which arrived first. To accomplish this without a trusted party, transactions must be
publicly announced [1], and we need a system for panticipants to agree on a single history of the
‘order in which they were received. The payee needs proof that at the time of each transaction, the
‘majority of nodes agreed it was the first received.

8. Timestamp Server

The solution we propose begins with a timestamp server. A timestamp server works by taking a
hash of & block of items 10 be timestamped and widely publishing the hash, such as in a
newspaper or Usenct post [2-5). The timestamp proves that the data must have existed at the
time, obviously, in order w get into the hash, Each timestamp includes the previous timestamp in
its hash, forming a chain, with each additional timestamp reinforcing the ones before it
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New transaction broadcasts do not necessarily need to reach all nodes. As long as they reach
many nedes, they will get into a block before long. Block broadcasts are also tolerant of dropped
messages. 17 a node does not receive a block, it will request it when it receives the next block and
realizes it missed one.

6. Incentive

By convention, the first transaction in a block is a special transaction that starts a new coin owned
by the creator of the block. This adds an incentive for nodes to support the network, and provides
a way 1o initially distribute coins into circulation, since there is 1o central authority to issue them.
“The steady addition of a constant of amount of new coins is analogous 1o gold miners expending
resources 10 add gold 1o circulation. In our case, it is CPU time and electricity that is expended.

The incentive can also be funded with transaction fees. If the output value of a transaction is
less than its input value, the difference is a transaction fee that is added to the incentive value of
the block containing the transaction. Once a predetermined number of coins have entered
circulation, the incentive can transition entirely to transaciion fees and be completely inflation
free.

The incentive may help encourage nodes to stay honest. If a greedy attacker is able 1o
assemble more CPU power than all the honest nodes, he would have to choose between using it
10 defraud people by stealing back his payments, or using it to gencrate new coins. He ought to
find it more profitable to play by the rules, such rules that favour him with more new coins than
everyone else combined, than to undermine the system and the validity of his own wealth.

7. Reclaiming Disk Space

Once the latest transaction in & coin is buried under enough blocks, the spent transactions before
it can be discarded to save disk specc. To facilitate this without breaking the block's hash,
transactions are hashed in a Merkle Tree (7][2][5], with only the root included in the block's hash.
0ld blocks can then be compacted by stubbing off branches of the tree. The interior hashes do
mot need to be stored.
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A block header with no transactions would be about 80 bytes. If we suppose blocks are
generated every 10 minutes, 80 bytes * 6 * 24 * 365 = 4.2MB per year. With computer systems.
typically selling with 2GB of RAM as of 2008, and Moore's Law predicting current growth of
1.2GB per year, storage should not be a problem even if the block headers must be kept in
‘memory.
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Blockchain in a few words
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that is
O distributed,

0 cryptographically secure

and

O immutable
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Quelgues bases de cryptographie
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«Hash» code (algorithme SHA-256) — empreinte digitale
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«Hash» code (algorithme SHA-256) — empreinte digitale
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Encryptage asymétrique : Signature Digitale

(o)

KEY PAIR

WHAT IS ENCRYPTED i CAN BE DECRYPTED

WITH ONE KEY WITH THE OTHER

PUBLIC PRIVATE

CAN BE DECRYPTED : WHAT IS ENCRYPTED
WITH THE OTHER WITH ONE KEY
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La Structure de la Blockchain
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Blockchain Structure

™ R
4 Block 10 4 Block 11 (" Block 12 A
N
Prev_Hash Timestamp __I—r[ Prev_Hash Timestamp _‘—?{ Prev_Hash Timestamp
\ Tx_Root Nonce ) \ Tx_Root Nonce ) \ Tx_Root Nonce )

Each Block contains a Header with the following information :
» Prev_Hash : «Signature/Hash» of the previous Block
» Tx_Root : «Signature/Merkel Tree» of all the Transactions of the Block
» Timestamp : Time at which the Block has been created
» Nonce : Proof that the block has been well validated (result of the PoW — Proof of Work)
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Le principe de la chaine
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Transaction in the Blockchain
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Transactions - Merkel Tree
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Transactions - Merkel Tree

Tx0 -> HashO : a7af 08b04d86df 90104c1cb52988e105f 8b0Oc5e4laf cbh49dbb624928c23ceed?
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Block validation — Proof of Work (PoW)
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Each Block contains a Header with the following information :
» Prev_Hash : «Signature/Hash» of the previous Block
» Tx_Root : «Signature/Merkel Tree» of all the Transactions of the Block
» Timestamp : Time at which the Block has been created
» Nonce : Proof that the block has been well validated (result of the PoW — Proof of Work)

Copyright 2017 — Philippe Thevoz — thevoz.philippe@gmail.com



Block validation — Proof of Work (PoW)
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Block validation — Proof of Work (PoW)
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Block validation — Proof of Work (PoW)
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Block validation — Proof of Work (PoW)
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Block validation — Proof of Work (PoW)
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Block validation — Proof of Work (PoW)
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Summary of a Transaction on the Blockchain

Copyright 2017 — Philippe Thevoz — thevoz.philippe@gmail.com



Transaction & Block in the Blockchain
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Transactions & Applications
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Transactions & Applications Block 1
‘Tx_Root t Nonce
» Enregistrement d’un transfert de valeur = =
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Transactions & Applications Blocka)

Prev_Hash Timestamp

Tx_Root Nonce
K

» Enregistrement d’un transfert de valeur = =

1 | AN

HashO Hashl Hash2 Hash3

1 1 1 1

Tx0 Tx1 Tx2 ][ ™3

» Enregistrement d’une chaine de caractéres
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Transactions & Applications Biock 24

Prev_Hash ] [ Timestamp ]

) oo )

» Enregistrement d’un transfert de valeur — @ N

A

Conte) Cost) (e 2] (o)
[

[m][n][’m] e |

» Enregistrement d’une chaine de caractéres
(e.g “Hash” dans la Blockchain du Bitcoin)
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University Degree certification

C oD an o an e fo an Ar e an an ~ an. |/ ap;

UNIVERSITY OF NICOSIA

CERTIFICATE OF
ACCOMPLISHMENT

This is to certify that

Dlulippe CTheroz

has successfully completed the University of Nicosia course

DFIN-511 INTRODUCTION
TO DICITALCURRENCIES

This cour duced students to decent urrencies (cryprocurrencies), such as Bi
It coverad the refevant theories and practice, incduding examples of basic transactions, and disc
the likely imteraction with the banking, financial legal and regulatory system, examining digi
currencies within a of s
Evaluation Score:
The student has completed at least g of 12 quizzes and has passed the Final Examination with a grade ¢

(Lot

Dr Andreas Polemitis
Senior Vice Rector

Date: 24 May 2076

Nerfy the authenticay of thiscenificate by comparing as SHA-256 hash 1o the list of valid hashes within |
centificate index docament “DF INs1-Indexs. pdf*, available ar arp:idigitabumrency unic ac cy/freedntrodi
mood/academic-cenificates-on-the-biockehaing and as othenwise cistributed by the University of Nicosia. 4

index dooument’s SHA-256 bash Gan be Sound, prepended with "UNcDC in the OP_ RETURN fiekd ina 8it
transaction originating fom address srwf Akdz BzpridmmXRégek sAnzRBKLASNG The University of Nicasi
authenticated this individual's pasticipation in the course.

Hash of the Certificate

94dfbabefc05247d1f5e3d2f2362be2f0.......

http://bit.ly/2b2W046

ap | lap, | ap
dmady

eI\ T
AN Oy

Hash of the Index
lec3cc7497ee0fed85a095775a7e6bf2........

CERTIFICATES OF ACCOMPLISHMENT

SHA 256 hashes of certificates awarded

137¢c2a21f5¢9601346c8aa4015ee2b809feacd74eed36¢cf6c0cdd93b28a45cae
1f9e4e28428032b043eaf9ff46678a34ef7bbd56685bc60e6ae083a918¢32298
f1 d40778baecf262fb237ﬂl_’\cn_I AANLLE DDA ANAALANAONDAD JACLADL . NNOT A

66c440c74a341aedc7e?
7fc744257280fb5dc5eed
0bb942699625cbfb2cd6:
b7a5¢33dd3fbe6efa3e6€
8e2bd4b25e36979e9¢1:
82b2afa75a3617a3672b
6f1f5daaB8abd3d5fdfe8f1
ca92fb3bf1888630219ce
4ecad4e3f3307090365b5
2492aa467cbab14dbdez
60c775478165bccd2760
fe14fac85c8eb90d5ad2c

0c23f263e260942f27d974394d7b3cf0f0aaa2ccfb013eec035dab29e0d40d 3f
dd0595376d7a6c4a4b893cfS5dce242157dd0f7511d6b00d0a7eb9dadf9da03b1
3e9dcb75ebc744f8be91 6357aa1 20e5261 fafb4fc3e825822f1 7d3d 2d bdca1 1c

4ed974fd04dfa6305e223f1 5357547740a79b562200f31 ell eb830bd7b535d6f
77dcfa242e3db7c05168eb30e3a25d992048ba4a00e562898e2b5c07544a732b
86a789c9f9f0590ac95835e73b4978379ed794d353afcf026a3f9ab024427453

Output Scripts

OP_DUP OP_HASH160 153a6a28f7 3fldeebd7161acada576a3481b990e OP_EQUALVERIFY OP_CHECKSIG

OP_DUP OP_HASH160 6e03dbf2109692fdcf21e8dbb0569ba376c1c965 OP_EQUALVERIFY OP_CHECKSIG

OP_RETURN554e696344432(J1 ec3cc7497ee0fed85a095775a7e6bl2ada83dabe5c0d 127eb9abd9aaealf00bd
(decoded) JUNIcDC P @19 @ HOwZ-ko=-90 9970006
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eGovernment

Dubai Wants All Government Documents o L SR ReS Bt DR CeNEoE

OI"I BIOCkChain By 2020 By Jamie Redman - May 26,2016 @ 4970 = 1

Michael del Castillo (@DelRayMan) | Published on October 5, 2016 at 16:40 BST NEWS

¥ 934 £ Q+ insss @ 58 N

The Crown Prince of Dubai announced a strategic
plan today that would see all government documents
secured on a blockchain by 2020.

Revealed at an event hosted by the Dubai Future
Foundation and the Smart Dubai Office, the final goal
of the government-led initiative is to open the
blockchain platform to other cities around the world.

In remarks, Sheikh Hamdan bin Mohammed bin
Rashid Al Maktoum explained the effort is part of a larger bid by the emirate, one of seven in the
larger UAE, to set the "standard" for smart cities.

Ri-

He said:

"The emirate is building on that achievement by constantly working to foresee the

future and keep up with the fourth industrial revolution and all the prospects of

increased efﬁciency that come a/ong with it." A new project piloted in West Africa, called , is using blockchain technology as a decentralized

land registry. http//blt |Y/265598X
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» Enregistrement d’une chaine de caracteres
(e.g “Hash” dans la Blockchain du Bitcoin)

» Smart Contract (Ethereum)
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Everledger — Diamond certification &tracking
on the Blockchain

!: everledger A Home 4 API @ smart Contracts

PROTECTION.

We are a fraud detection system,

 everledger  #ume $an ® overlaying big data from closed
sources like insurers and law
PERMANENT. enforcement.

IMMUTABLE.

Everledger is a permanent ledger @&
for diamond certification & related
transaction history. Verification for
insurance companies, owners,
claimants & law enforcement. ) Q
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Micro-facturation électrique par un Smart Contract

S RWE

slock.it The energy to lead

Blockcharge

The future will be decentralized.

[ P o

The Smartplug The Blockchain

Simple to install

like a normal Plug \—/

http://bit.ly/2euwuyj

Connect

Connect your car
to the Smartplug

Activate

Activate it using

your app

Q2
= =
.o Q
=
- —
[ — )
m
- =
L
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Conclusion
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Comment démarrer ?

G bles Bitcoipsgdams toutessles ga’res"CFF—_

7 Switzerland : you can buy Bitcoin 24/7 in. 1000 train stations

14R0419100

QUITTANCE
SweePay CREDIT POUR BITCOIN

LIEU: COSSONAY -PENTHAL

COURS (BTC): 0.00129445
FRAIS DE CHANGE (CHF): 1.21
MONTANT DE CHANGE (CHF): 18.79
BITCOIN (BTC): 0.02432271
TRANS-NO:

rGi37xh9zY xtRcReyGq
VOTRE BITCOIN WA VA ETRE
CREDITE EN QUELQUES MINUTES.

POUR TOUT PROBLEME, VEUILLEZ VOUS
ADRESSER A: SWEEPAY AG, 6300 ZUG
E-MAIL: customercare@sweepay.ch
HOTLINE: 041 712 32 63

PAS D’ECHANGE NI DE REMBOURSEMENT

253 096065 19111411 CHF 20.00

01115
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iFi Calling & 21:03 7 @} 59% )

b 27 924.71 (CHF 20.51)

(CHF 17.87) b 24 322.71
(CHF 20.51) b 27 924.71

(CHF -5.29) b -7 202.98
(CHF 2.65) b 3 602

(CHF0.04) b 54.3
(CHF 7.94) b 10 804.98

(CHF 1.99) b 2 706.06
(CHF 7.90) b 10 750.68

(CHF 1.97) b 2 684.62
(CHF 5.91) b 8 044.62



Comment demarrer ? apo

5610 5912 L232 &417c

QUITTANCE
SweePay CRAEDIT POUR BITCOIN

LIEU: COSSONAY -PENTHAL

COURS (BTC): 0,00129445
FAAIS DE CHANGE (CHF): 1.21
MONTANT DE CHANGE (GHF): 18.79
BITCOIN (BTC): g _ 0.02432271
TRANS -NO: & T

WP -171030-888
LIC KEY: ;
g rEi37xhozY

VOTRE BITCOIN WALLET VA ETRE
CREDITE EN QUELQUES MINUTES.

POUR TOUT PROBLEME, VEUILLEZ vOUus
ADRESSER A: SWEEPAY AG, 8300 ZUG
E-MAIL: customercare@sweepay.ch
HOTLINE: 041 i
PAS D'ECHANGH

253 086065 194
(IREE]
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